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Registration and Log in



Team in the core of the project



Specific roles = specific needs

How to Choose
•If you make the product → Manufacturer
•If you resell domestically sourced products → Distributor
•If you bring products across borders → Importer
•If you manage product or compliance data on behalf of 
others → Data Steward



Organization Role Definitions
• Manufacturer

Select this if your organization produces or assembles the product. This includes companies that design, 
fabricate, or brand goods under their own name and are responsible for production specifications and 
compliance at the point of manufacture.
• Distributor

Choose this if your organization purchases finished products and resells them to retailers, wholesalers, or 
end customers, without materially altering the product.
• Importer

This role applies if your organization brings products into a country from abroad and is legally responsible 
for customs clearance, regulatory compliance, and related import obligations, regardless of whether you 
manufactured the product.
• Data Steward

Select this if your organization’s responsibility is managing, maintaining, or submitting product data (e.g., 
regulatory filings, product catalogs, compliance records) rather than manufacturing, selling, or importing 
the product itself.



When team is ready, it is time for activities



Operational dashboard – the hearth of 
compliance



CRA is about the products

From scratch
Create a new product by first completing the applicability 
survey. Once the survey is finished, a new product template 
is generated based on the survey results.

From cache (applicability check results)
Create a new product using a previously completed 
applicability survey that is already stored in the system. The 
survey does not need to be repeated, and no product has 
been created from it yet.

From existing product
Create a new product by copying data from an existing 
product. The new product will be pre-populated with the 
existing product’s information and can be adjusted as 
needed.



From scratch – 17 questions

Answer “Yes” if:
•The product is sold, licensed, or subscribed to
•The product generates revenue directly or indirectly
•The product is made available on the EU market to 
customers or users

Answer “No” if:
•The product is used only internally
•The product is provided only at cost-recovery
•The product is used exclusively by public authorities and 
not placed on the market



Question 2 – for Q1 – No only

Answer “Yes” if:
•The product is unfinished or pre-release
•It is provided only for testing or evaluation
•Access is limited to a defined, short time period
•It is clearly labeled as non-compliant and for testing only

Answer “No” if:
•The product is intended for regular use
•It is available beyond testing purposes
•It is or will be placed on the market for normal operation



If Q2 is yes, then product is out of scope



Answer “Yes” if:
•The product is a spare or replacement part
•It replaces an identical component in an existing product
•It is manufactured to the same specifications as the 
original component
•It is intended to repair or maintain an existing product on 
the market

Answer “No” if:
•The product is a new or upgraded component
•It adds new functionality or changes behavior
•It is not identical to the component being replaced
•It is intended for new products, not repairs



If Q3 is yes, then product is out of scope



Select “New solution” if:
•The product has not been placed on the market before
•It is a new product or new product line
•It is not based on an already certified or marketed product

Select “Modification of an existing product” if:
•The product already exists on the market
•You have changed, updated, or enhanced an existing 
product
•The change may affect functionality, security, or 
compliance



Modification of an existing product – YES then Q5

Answer “Yes” if the change:
•Was made after the product was placed on the market
•Affects cybersecurity compliance or essential security 
requirements
•Changes the intended purpose or use of the product
•Introduces new functionality that impacts security or risk

Answer “No” if the change:
•Is a minor update or bug fix
•Does not affect security or compliance
•Does not change the intended purpose
•Is routine maintenance or patching



If Q5 is no, then product is out of scope



Select “Software solution” if:
•The product consists of software or code
•It runs on or is part of an electronic information system
•It provides functionality through digital processing

Select “Hardware solution” if:
•The product is physical electronic equipment
•It processes, stores, or transmits digital data
•It contains embedded software or firmware

Select “Does not contain digital elements” if:
•The product is purely mechanical or analog
•It does not process, store, or transmit digital data
•It contains no software, firmware, or digital components



If Q6 is The product does not contain digital elements, then product is out of scope



Answer “Yes” if:
•The product is intended for medical use on humans
•It supports diagnosis, monitoring, treatment, or 
prevention
•It is regulated as a medical device under EU MDR 
(2017/745)

Answer “No” if:
•The product has no medical purpose
•It is not regulated under the EU Medical Device Regulation
This keeps the guidance minimal while remaining accurate 
for CRA applicability.



If Q7 is Yes, in accordance with EU Regulation 2017/745



Answer “Yes” if:
•The product is intended for in vitro examination of human 
specimens (e.g. blood, tissue)
•It provides medical information for diagnosis, monitoring, 
prediction, or treatment decisions
•It is regulated as an IVD medical device under EU 
Regulation 2017/746 (IVDR)

Answer “No” if:
•The product is not used for in vitro diagnostic purposes
•It does not analyze or support analysis of human 
specimens
•It is not regulated under the IVDR



If Q8 is Yes, in accordance with EU Regulation 2017/746



Answer “Yes” if:
•The product is designed for use in vehicles
•It is a vehicle component related to:

• occupant or road-user safety or protection, or
• tyre pressure monitoring systems (TPMS), or
• fuel efficiency or CO₂ emissions, or
• tyres

•It is regulated under EU Regulation 2019/2144

Answer “No” if:
•The product is not vehicle-specific
•It is not a regulated vehicle safety, emissions, or tyre
component
•It does not fall under EU Regulation 2019/2144



If Q9 is Yes, in accordance with EU Regulation 2019/2144



Answer “Yes” if:
•The product is designed for use in vehicles
•It is a vehicle component related to:

• occupant or road-user safety or protection, or
• tyre pressure monitoring systems (TPMS), or
• fuel efficiency or CO₂ emissions, or
• tyres

•It is regulated under EU Regulation 2019/2144

Answer “No” if:
•The product is not vehicle-specific
•It is not a regulated vehicle safety, emissions, or tyre
component
•It does not fall under EU Regulation 2019/2144



If Q10 is Yes, it is certified in accordance with Regulation (EU) 2018/1139



Answer “Yes” if:
•The product is marine equipment intended to be placed 
on board EU ships
•It is covered by EU Regulation 2014/90/EU (Marine 
Equipment Directive)
•It requires certification or conformity under that 
Regulation

Answer “No” if:
•The product is not marine equipment
•It is not intended to be placed on board EU ships
•It does not fall under EU Regulation 2014/90/EU



If Q11 is Yes, in accordance with EU Regulation 2014/90/UE



Answer “Yes” if:
•The product is developed or modified exclusively for 
national security or defence purposes
•The product is specifically designed to process classified 
information
•The product is not intended for civilian or commercial use

Answer “No” if:
•The product has civilian or commercial use
•It is not exclusively developed for defence or national 
security
•It is not specifically designed to process classified 
information



If Q12 is Yes



Answer “Yes” if the product:
•Includes software or firmware that actively processes 
data
•Performs logical decisions, analytics, control logic, or 
transformations
•Executes code that affects product behavior or outputs
•Uses a processor, microcontroller, or software stack to 
provide functionality

Examples:
•Embedded systems running firmware
•Software applications
•Devices performing signal processing, decision-making, or 
automation
•Products relying on backend or cloud computation



Answer “No” if the product:
•Does not perform meaningful digital processing
•Uses electronics only for basic signaling or fixed control
•Has no programmable logic that affects behavior
•Is primarily mechanical or analog, even if it contains 
simple electronics

Examples:
•Simple sensors with fixed output
•Devices with non-programmable control circuits
•Products where electronics do not process or compute 
data in a functional way



If the answer on Q13 is No – Q14 / Yes – Q17
Answer “Yes” if:
•The product includes embedded software, firmware, or 
an operating system
•The software or firmware can receive updates (e.g. 
security patches, bug fixes, firmware updates)
•Updates can be delivered locally or remotely (manual, 
OTA, service tool, etc.)
Yes: in the scope of the CRA

Answer “No” if:
•The product has no software, firmware, or operating 
system
•Any embedded logic cannot be updated after the product 
is placed on the market
•The product is purely static, mechanical, or analog
No: not in the scope of the CRA



If Q14 is No / Q14 is Yes – Q17

Answer “Yes” if:
•The product can connect to the internet
•The product can connect to other devices or systems
•Connection is possible via wired or wireless interfaces
(e.g. Wi-Fi, Bluetooth, USB, Ethernet, NFC, RFID)
•The product accesses APIs, databases, cloud services, or 
remote services provided by the manufacturer

Answer “No” if:
•The product has no connectivity
•It cannot connect to the internet or to other devices
•It operates fully offline with no external communication 
interfaces



If Q15 is No

Answer “Yes” if:
•The product requires a cloud service or remote backend to 
function
•One or more essential functions fail without cloud or 
remote processing
•The product depends on manufacturer-operated APIs, 
databases, or services

Answer “No” if:
•The product does not require cloud or remote data 
processing to function
•It can still operate without backend services



Q17 – Device category

Why these categories are important under the CRA
Products in these categories:
•Perform core security, trust, or control functions, or
•Are deeply embedded in digital infrastructure, or
•Are used in high-risk contexts (networks, identity, children, homes, critical systems)

Because a vulnerability in these products can have system-wide or safety impacts, the CRA applies 
enhanced cybersecurity requirements to them.
Selecting one of these categories means:
•The product is in scope of the CRA
•The product is subject to higher assurance, stricter controls, and stronger lifecycle obligations



Annex III / Annex IV Categories (as listed in the 
dropdown)
Hardware Devices with Security Boxes
Hardware that includes dedicated secure components (e.g. HSMs, trusted execution environments) to 
protect sensitive operations such as key storage or cryptographic processing.

Smart meter gateways within smart metering systems as defined in Article 2, point (23) of Directive (EU) 
2019/944 of the European Parliament and of the Council (1) and other devices for advanced security 
purposes, including for secure cryptoprocessing
Devices that securely manage and transmit metering data or perform advanced cryptographic security 
functions.

Smartcards or similar devices, including secure elements
Physical cards or embedded chips used to securely store credentials, identities, or cryptographic keys.



Hypervisors and container runtime systems that support virtualised execution of operating systems and 
similar environments
Software that enables virtualization or containerization, allowing multiple systems or workloads to run securely on 
shared hardware.

Firewalls, intrusion detection and prevention systems
Security products that monitor, detect, block, or prevent unauthorized access or malicious activity.

Tamper-resistant microprocessors
Microprocessors designed to resist physical or logical tampering and protect sensitive operations.

Tamper-resistant microcontrollers
Microcontrollers with built-in protections against tampering, commonly used in embedded and security-critical 
systems.



Identity management systems and privileged access management software and hardware, including 
authentication and access control readers, including biometric readers
Products that manage identities, control access rights, or authenticate users, including biometric systems.

Standalone and embedded browsers
Browsers used as independent applications or embedded within devices to access web-based content or services.

Password managers
Software or hardware used to securely store and manage user credentials.

Software that searches for, removes, or quarantines malicious software
Security software such as antivirus, anti-malware, or endpoint protection solutions.

Network management systems
Products used to monitor, configure, and manage network devices and network performance.



Security information and event management (SIEM) systems
Systems that collect, correlate, and analyze security events and logs to detect threats and incidents.

Boot managers
Software responsible for starting or loading an operating system during device startup.

Public key infrastructure and digital certificate issuance software
Systems used to issue, manage, and validate digital certificates and cryptographic trust relationships.

Physical and virtual network interfaces
Components that enable network connectivity, either through physical hardware or virtual interfaces.

Operating systems
Core software that manages hardware resources and provides the execution environment for applications.

Routers, modems intended for the connection to the internet, and switches
Network devices that route, transmit, or manage data traffic.



Microcontrollers with security-related functionalities
Microcontrollers that include security features such as secure boot, encryption, or access control.

Application specific integrated circuits (ASIC) and field-programmable gate arrays (FPGA) with security-
related functionalities
Custom or programmable chips designed to perform security-critical functions.

Smart home general purpose virtual assistants
Voice-controlled or AI-based assistants used in smart home environments.

Smart home products with security functionalities, including smart door locks, security cameras, baby 
monitoring systems and alarm systems
Connected home devices that provide security, monitoring, or safety functions.



Internet connected toys covered by Directive 2009/48/EC of the European Parliament and of the Council (1) 
that have social interactive features (e.g. speaking or filming) or that have location tracking features
Connected toys that interact socially or track location, often used by children.

Personal wearable products to be worn or placed on a human body that have a health monitoring (such as 
tracking) purpose and to which Regulation (EU) 2017/745 or (EU) No 2017/746 do not apply, or personal 
wearable products that are intended for the use by and for children
Wearable devices that monitor health or are designed for children but are not regulated as medical devices.



Key reminder (for users)

•All listed categories are in scope of the CRA

•Selecting one means enhanced CRA requirements apply

•Not selecting one means standard CRA requirements 
apply



Ready to create product



Ready to create product – existing check list



We have product



Product page



Applicability Survey



Show even more



More with the products



We will proceed in next trainings with:

- SBOM, Scans, Vulnerabilities and tasks
- Compliance and conformity
- Reporting

and we will help you understand and be ready with 
your products for CRA
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