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Cyber Resilience Act – Structure

• General provisions (scope, definitions, free movement)

• Obligations of economic operators & open-source software provisions

• Conformity & CE marking rules

• Notification of conformity assessment bodies

• Market surveillance & enforcement

• Delegated powers & committee procedures

• Confidentiality & penalties

• Transitional and final provisions

Chapters I–VIII



• Annex I: Essential cybersecurity requirements

• Annex II: Information & instructions to the user

• Annex III: Important products with digital elements

• Annex IV: Critical products with digital elements

• Annex V: EU Declaration of Conformity

• Annex VI: Simplified EU Declaration of Conformity

• Annex VII: Content of the technical documentation

• Annex VIII: Conformity assessment procedures

Annexes I–VIII

Cyber Resilience Act – Structure



Stakeholders in the CRA Ecosystem

• Manufacturers – main responsibilities

• Importers & Distributors – gatekeepers of compliance market 

gatekeepers

• Authorised representatives – represent non-EU manufacturers in the 

Union

• Open-source software stewards – obligations for FOSS projects with 

structured governance



Stakeholders in the CRA Ecosystem

• ENISA & National CSIRTs – EU vulnerability and incident reporting hub;

• Notified bodies (Conformity Assessment Bodies) – perform third-party 

conformity assessments (for critical PDEs)

• Notifying authorities – designate, monitor and notify Notified Bodies to 

the EU Commission 

• Users/Consumers – beneficiaries of secure products and transparent 

information



We are already in the countdown: companies now have less than two 

years to prepare for full compliance. 

Start aligning your processes today, not tomorrow!

Regulation enters into force

Rules on notifying authorities & 

notified bodies apply

Member States to ensure 

sufficient notified bodies

Manufacturer reporting 

obligations apply (to ENISA)

Full application of 

CRA requirements
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